IHamsaTKa 19 00y4YarOIMXCcHa 0 JMYHON MHPOPMALIMOHHOMI
0e3o0macHOCTH

OcHOBHbIE TTpaBuUJIa:
HEJIb35

1. BceM moapsia cooOmiaTh CBOIO YaCTHYIO HHGOpMAITUIO (HACTOSIIHE UM, (aMUJIHIO, TEIe(OH,

ajipec, HOMep MIKOJIBI, a TaKke (hoTorpaduu CBOH, CBOCH CEMbU U Ipy3eil);

OTKpBIBaTh BIIOKEHHBIE (DAlIIbl AIIEKTPOHHON MOYTHI, KOTJ]a HE 3HACIIb OTIIPABUTEIIS;

['pyOuTh, mpuanpaTbcs, OKa3bIBaTh JaBICHUE — BECTH €0 HEBEXKIIMBO U arpecCUBHO;

He pacnopsixkaiicst teHbramu TBoei ceMbH 0€3 pa3peleHus CTapIInX — BCEerja CrpamiuBail

poauTeNnent;

5. He Bcrpeyaiics ¢ THTepHET-3HAKOMBIMHU B PEATBHOM KU3HU — MTOCOBETYHCS CO B3POCIIBIM,
KOTOpPOMY JI0OBEpSIEILIb.
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OCTOPOXHO

1. He Bce numyt npaBay. Yuraems o cede HenpaBay B IHTepHETE — 000N 00 STOM CBOUM
POJUTENSAM UM ONEKYHaM;

Hpnrnama}OT NepCNrChIBaTLCA, UT'PATh, 00OMEHHUBATLCSI — IMPOBEPb, HCT JIK I1OABOXA,
HeszakonHoe konupoBaHue ¢aitnos B IHTepHETE — BOPOBCTBO;

Bcerna pacckasbiBail B3pOCibIM 0 MPo0OJieMax B CETH — OHU BCET/a IIOMOTYT;

Hcnonb3yit HacTpoilku 0€30MacHOCTH M IPUBATHOCTH, YTOOBI HE OTEPATH CBOU aKKAayHTHI B
COLICETSAX U JIPYT'HX NopTaJiax.
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MOYXHO

YBakail Ipyrux Mojb30BaTeieu;

ITonp3yembes THTEpHET-UCTOYHUKOM — JIe1all CChIIKY Ha HETO;

OTKpBIBail TOJIBKO TE€ CCBUIKH, B KOTOPBIX YBEPEH;

OO61maTees 32 TOMOUIBIO B3pOCIBIM — POJIUTEINHN, ONIEKYHBI U aIMMHHUCTpPAIIHS CAUTOB BCEraa
IIOMOT'YT;

5. Ilpoitnu o6yuenue Ha caiite «CeTeBUYOK» U MOJTYUYH MACMOPT HUPPOBOTO rpakIaHrHA!
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ITamsaTka.

Komnbrorepabie BUPyChbl

KommnbroTepHblil BUpYC — 3TO pa3HOBHIHOCTh KOMITBIOTEPHBIX MPOTPaMM, OTIUYUTEIIEHOW 0COOEHHOCTHIO
KOTOPOH SIBJIIETCS CHOCOOHOCTB K Pa3MHOKEHUIO.

B nononnenue k 3ToMy, BUPYChl MOTYT MOBPEIUTH WM MOJIHOCTbIO YHUUTOXXUTh BCe (haiiiibl U TaHHBIE,
MOJKOHTPOJIbHBIE MTOJIB30BATENI0, OT UMEHH KOTOPOTo ObUIa 3alyIlieHa 3apaXxEHHas IPOorpaMMa, a TaKxKe
MOBPEIUTH WU 1a’K€ YHUUTOXKHUTH ONEPALMOHHYIO CUCTEMY CO BceMH (haiinamu B 1iesioM. B GonpinHcTBE
CIIy4aeB pacIpOCTPaHAIOTCS BUPYCHI 4YEPE3 UHTEPHET.

MeToibl 3aIlMThI OT BPEIOHOCHBIX TPOTPaAMM:

1. Hcnonb3yii coBpeMeHHBIE ONEpAlMOHHbIE CUCTEMBI, UMEIOIUE CEPhEIHBIN YPOBEHD 3aIIUTHI OT
BPEJOHOCHBIX IIPOIPaMM,;



2. TlocrostHHO ycTaHaBiMBai mauTH (U(POBBIE 3aIUIATKH, KOTOPhIE aBTOMATHUYECKH
YCTaHaBJIMBAIOTCS C LEJIBIO JOPAOTKU MPOrpaMMBbl) U Jpyrue OOHOBIIEHUS CBOEH OnepaliiOHHON
cuctembl. CkaunBail uX TOJIBKO ¢ ounuaibHoro caiita pazpaborunka OC. Ecnu cymectByer
PEKUM aBTOMATUYECKOI0 OOHOBJIEHUS, BKIIIOUH €T0;

3. Paboraii Ha cBOeM KOMITbIOTEpE MO PaBaMH MOJIB30BATENS, @ HE a/IMUHUCTPATOpa. DTO HE
HO3BOJIMT OOJIBIIMHCTBY BPEIOHOCHBIX TPOIPaMM HHCTAJIIMPOBATHCS HA TBOEM IIEPCOHAIBHOM
KOMIIBIOTEPE;

4. Hcnonb3yil aHTUBHPYCHBIE IPOrPAMMHBIE IPOLYKThI H3BECTHBIX IPOM3BOIUTENECH, C

aBTOMAaTHYECKHUM OOHOBJIEHHEM 0a3;

Orpannub GpU3NUECKUI TOCTYI K KOMIIBIOTEPY /ISl IOCTOPOHHUX JIULI;

Hcnonb3yit BHEITHIE HOCUTENN HH(POPMAIINH, TaKue KakK (IIenka, JUCK WK (aiiin u3 nHTepHera,

TOJIBKO U3 IPO(GEPEHHBIX HCTOYHHUKOB;

7. He oTkpbIBail KOMIBIOTEPHBIE (aiisibl, HOTYYEHHBIC U3 HEHAAEKHBIX HCTOYHUKOB. J{axe Te (aiiisl,
KOTOpBbIE ITpHCIIall TBON 3HAKOMBbIH. Jlydllle yTouHU y HEro, OTIIPABIIS JIM OH TeOe UX.

o o

Cern WI-FI

Wi-Fi — 310 He BHJ nepeaun JaHHbIX, HE TEXHOJIOTHS, a BCEro JIUIb OpeH, mapka. Eme B 1991 roay
HUJIepJIaH/ICKasi KoMITaHus 3apeructpupoaia opena « WECA», uto 0003Hadasio cI0BOCOYETaHHUE
«Wireless Fidelity», koTopblif mepeBOAUTCS KaK «0eCIPOBOIHAS TOUHOCTDY.

Jlo Hamero BpeMeHH AoIuIa Ipyras abopeBuaTypa, KOTopas sSBJISIETCS TAKOU )K€ TEXHOJIOTHEH. DTO
ab6peBuatypa «Wi-Fi». Takoe Ha3BaHUe ObLUIO JaHO C HAMEKOM Ha CTaHJApT BBICUIMH 3BYKOBOW TEXHUKHU
Hi-Fi, uTo B mepeBojie 03HaYaeT «BHICOKASI TOYHOCTHY.

Jla, OecruiaTHBIM HHTEPHET-AO0CTYII B Kade, OTEIAX M adpPOIopTax SBIISCTCS OTIUIHON BO3MOKHOCTHIO
BBIX0JIa B MHTEpHET. HO MHOTHE SKCIEPThI CUUTAIOT, YTO 00meaocTynabie Wi-Fi ceTn He sBisroTes
0€30MaCHBIMU.

CoBeTsl 110 Oe30macHOCTH paboTe B 001IeA0CTyMHBIX ceTsx Wi-fi:

1. He nepenasaii cBoro muuHyt0 HH(popMmaluio yepes odmenoctynusle Wi-Fi cetu. Paboras B Hux,
JKeJaTeIbHO He BBOAMTH MAPOIH JIOCTYIIA, IOTHHBI M KAKHE-TO HOMEPa,

2. Hcnonb3yit 1 0OHOBIIAN aHTUBHUPYCHBIE TPOrpaMMbl U Opanamayep. TeM caMbIM Thl 00€30MacuIllb
ce0st OT 3aKaYKH BHpYyCa Ha TBOE YCTPOICTBO;

3. Ilpu ucnonwzoBanuu Wi-Fi oTkimoun ¢pyHkuuio «O0muit 1octyn K daitnam u npuatepamy. JlanHas
(GyHKIMS 3aKphITa 110 YMOJTYAHHUIO, OTHAKO HEKOTOPEIE MOJIb30BATEIN aKTUBUPYIOT €€ /st
y100CTBa UCIOIB30BaHMS B paboTe Ui yueoe;

4. He ucnons3yit nyoauunsiii WI-FI quist nepenaun TMYHBIX TaHHBIX, HATPUMED JJIs BBIXOJA B
COLIMAJIbHBIE CETH WJIN B 3JICKTPOHHYIO 110UTY;

5. Hnonw3yit Tonpko 3amuiienHoe coenquuenue yepe3 HTTPS, a ue HTTP, T.e. npu Habope BeO-
aapeca BBOAU UMeHHO «https://»;

6. B moOmibHOM Tenedone otkmoun Gyakmuro «[logkmouenue k Wi-Fi aBromatiueckn». He
JIOITyCKai aBTOMaTHYECKOTO MOJIKIIOYEHUs YCTpoiicTBa K ceTsiM Wi-Fi 0e3 TBoero cornacus.

ConuajbHble ceTH
COI_[I/IaJ'II)HI)Ie CETH aKTUBHO BXOIST B Hamy )KI/I3HI>, MHOTHEC JIFOIU pa60Ta10T u )KI/IBYT TaM IIOCTOSIHHO, a B

Facebook YKE 3apCTUCTPUPOBAH MUIIJIUAPA YCIIOBCK, YTO SABJISACTCA OJIHOI ceapMOIl BCceX JKUTEIeH
IIJIAaHCTHI.



MHorue mojib30BaTelIn He IIOHHUMAIOT, 4TO I/IH(l)OpMaI_II/ISI, PpasMCIICHHAA UMU B COOUAJIBHBIX CCTAX, MOXKCT
OBITH HafmeHa H HUCII0JIb30BaHa KEM YrogHO, B TOM YHUCJIC HC 00s3aTeNpHO ¢ OJJaruMu HaMCPCHUSAMU.

OCHOBHBIE COBETHI IO O€30MAaCHOCTH B COLMAJIBHBIX CCTAX:

1. Orpanuub cucok apy3ei. Y Te0st B Ipy3bsSX HE TOJDKHO OBITh CIydalHBIX U HE3HAKOMBIX JIIOJICH;

2. 3ammiail cBOIO YacTHYIO *kH3Hb. He yka3biBaii mapoinu, TenedoHsl, agpeca, JaTy TBOETO POXKACHUS
U IPYTYIO JUYHYIO0 HH(OPMALINIO. 3II0yMBIIIIEHHUKHA MOTYT UCIOJIb30BaTh Aake HH(GOPMAIUIO O
TOM, KaK Thl U TBOM POJUTENH IUIAHUPYETE MPOBECTU KAHUKYJIBI;

3. 3amminaii CBOIO peryTaluio — JIEPKU €€ B UUCTOTE U 3ajjaBail ce0e BOmpoc: XOTel Obl Thl, YTOObI
JpyTHUE MOJIb30BaTeNI BUIENH, YTO ThI 3arpyaems? [logymaii, mpex/e 4eM 4To-To OIyOJIuKOBAaTh,
HAIUCaTh U 3arpy3UTh;

4. Ecnu Tl TOBOPHUILB C JIFOJIbMHU, KOTOPBIX HE 3HAEIIb, HE UCIIOJIb3YI CBOE PEAIbHOE UM U APYTYIO
JUYHYI0 HHPOPMAIUU: UMsI, MECTO KUTEJIbCTBA, MECTO yueObl U Mpoyee;

5. WMsbGeraii pasmemenus ¢ororpaduii B THTepHETE, I/1€ THI H300pa)KEH HA MECTHOCTH, TI0 KOTOPOM
MO>KHO OIPENICIUTh TBOE MECTOIOJIOKEHUE;

6. Ilpu perucrpannu B COMAIBLHON CETH HEOOXOIUMO HCIIOJIb30BaTh CIOXKHBIE MTAPOJIH, COCTOSIIINE
u3 OyKB ¥ (P U C KOJTUUIECTBOM 3HAKOB HE MEHee §;

7. Jlnsa conuanbHOM CeTH, MOYTHI U APYTHX CAUTOB HEOOXOAMMO UCTIOIL30BaTh pa3Hbie mapoiu. Toraa
ecyu TeOst B3JIOMaIOT, TO 3I0YMBINIJICHHUKH TMOJIYyYaT JOCTYH TOJIBKO K OJJHOMY MECTY, a HE BO BCE

cpasy.
JIeKTPOHHBbIE IeHbI' U

SHGKTpOHHHe JCHBI'M — 3TO O4YCHb y,[[O6HBII>i cImoco0 nnaTex(eﬁ, OIHAaKO CYIICCTBYIOT MOLIICHHUKH,
KOTOPBIC XOTAT IMOJYYHUTb OTU ACHBI'U.

3JI€KTpOHHI)I€ JACHBI'M MMOABUIIMCH COBCEM HCJIABHO U UMCHHO HM3-3a 3TOI'0 BO MHOTI'UX IoCyAapCTBax A0 CUX
IIOp HEC IIPOIKUCAHO ITPO HUX B 3aKOHAX.

B Poccun jxe oHM (pyHKIMOHUPYIOT M O HUX YK€ IMPOMUCAHO B 3aKOHE, € UX Pa3/EAOT Ha HECKOJIbKO
BHJIOB — aHOHUMHBIE U HE AaHOHUMHBIE. Pa3HUIIa B TOM, YTO aHOHUMHBIE — 3TO T€, B KOTOPBIX
paspeniaercsi IpOBOAUTH oNepanuu 0e3 HIeHTU(PUKALUY TT0JIb30BaTelIsl, @ B HEAHOHUMHBIX
UICHTU(PHUKAIIMY TI0Jb30BATEINS ABISAETCS 0053aTEIbHOM.

Taxoke crnenyeT pa3nuyarh JIEKTPOHHBIE (PHATHBIE I€HBIH (PaBHBI TOCYAAPCTBEHHBIM BATIOTaM) U
3JIEKTPOHHbIE He(UATHBIE IEHbIU (HE pPaBHBI TOCYIaPCTBEHHBIM BAIIOTAM).

OcHOBHBIE COBETHI 110 6€30MaCHOM paboTe C ITEKTPOHHBIMU J€HbIAMU:

1. TlpuBsku k cueTy MOOWIBHBIHN TenedoH. DTo camblif yAOOHBIN U OBICTPBIN CIIOCOO BOCCTAHOBUTH
JOCTYTI K cuety. [IpuBsizanHbIf TenedOH MOMOXKET, €ClI 3a0yAeIlb CBOM IJIATEKHBIM MapoJTh WIH
3alJIe1Ib HA CAUT C HE3HAKOMOI'0 YCTPOMCTBA;

2. Wcmonp3yii oHOpa3oBbie mapoid. [locie mepexoaa Ha yCHIICHHYIO aBTOpH3AIHio TeOe yKe He
OyzeT yrpokaTh ONAaCHOCTb Kpa)kul WJIM TepexBaTa IJIaTeXHOT0 MMapos;

3. Bribepu cioxHbIi mapons. [IpectynmHukam OyaeT He MPOCTO yraiaTh CIOKHBINA apoik. HagexxHbie
napoJii — 3TO MapOJIH, KOTOPBIE CO/IEPKAT HE MEHee 8 3HAKOB M BKIIIOYAIOT B c€0sl CTPOUHBIE U
MPOIUCHBIE OYKBBI, IU(PPHI U HECKOJIBKO CUMBOJIOB, TaKH€ KaK 3HaK Jojuiapa, GyHTa,
BOCKJIMIATEIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOJM CBOM JIMYHBIE TaHHBIE HA caliTaX, KOTOPBHIM HE JI0BEPSIEIIb.



DJIEKTPOHHAS 1OYTA

3JIGKTp0HHa$I mo4Ta — 9TO TCXHOJIOTHA U MMPEAOCTABIACMBIC €10 YCIIYT'U 110 IEPCCHIJIKE U IMOJTYYCHHUIO
QJICKTPOHHBIX COO6IH€HPIﬁ, KOTOPEIC paCpeaciIsirtoTCa B KOMHBIOTCpHOfI CCTH.

OOBIYHO ANIEKTPOHHBIN TTOYTOBBIN SIIUK BBIMJISIIUT CICTYOIAM 00pa3oM:
UMs_TIOJIB30BATEISI(WUMSI_TOMEHA.

Taxxe kpoMme nepeaadn IPOCTOro TeKCTa, UMEETCsS BOZMOXKHOCTh MepeaaBaTh (paisibl.
OCHOBHBIE COBETHI 110 6€30TacCHOM padOTe ¢ ANEKTPOHHOU MOYTOM:

1. Hapno BbIOpaTh NpaBUIIBHBIN IOYTOBBIN cepBHC. B MHTEpHETE €CTh OrpOMHBII BEIOOP OeCIIaTHbBIX
IIOYTOBBIX CEPBUCOB, OJHAKO JYy4YIlI€ JOBEPATH TEM, KOI'O 3HAELIb U KTO IIEPBbIN B PEUTHUHTE;

2. He yka3pIBaii B IMYHOM moyTe JIMUHYI0 nHopmaruto. Hanmpumep, srydire BeIOpaTh
«My3BIKaNbHBINA _(paHaT@» wm «pok2013» Bmecto «remal3y;

3. Hcnonb3yii ABYX3TalHYIO aBTOPHU3ALMI0. TO KOIrJa IOMUMO HapoJjisl HY>KHO BBOJUTH KO/,
npucbuIaeMblii mo SMS;

4. BpiOepu cioxHbIN Mapoib. i KaX10ro HOYTOBOrO ALIMKA JOJDKEH ObITh CBOM Ha/IEXKHBIH,

YCTOWYHMBBIN K B3JIOMY 1apOJIb;

Ecin ecTb BO3MOKHOCTb HallMCaTb CaMOMY CBOM JIMYHBIN BOIPOC, UCIIOJIB3YH 3Ty BO3MOYKHOCTb;

Hcronb3yil HECKOIBKO NIOYTOBBIX AIMKUKOB. [IepBbIii [U1s1 4aCTHOM NEPENUCKHU € apecaTaMy,

KOTOPBIM ThI JOBEPSAECIIL. DTO MIEKTPOHHBIN aJipeC HE HAJ0 UCIIOJIb30BaTh IIPU PETUCTPALIUU Ha

dopymax u caiitax;

7. He oTkpbiBail (aiiiasl 1 qpyrue BIOKEHHs B MMChbMAaXx J1aXe €CJIM OHU MPUILIH OT TBOMX JpY3eH.
Jlyuyiie yTo4HM y HUX, OTIPABJISAIIM JIK OHU TeOE 3TH (ailibl;

8. Ilocne oxoHuaHMs paOOTHI Ha IOYTOBOM CEPBUCE MEpe]l 3aKPHITUEM BKIIQJKH C CaliTOM He 3a0yib
HaXkaTb Ha «Bp1iTu».
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Ku0epOy/JUIMHT MM BUPTYaJIbHOE H31€BATEJIBLCTBO

KI/I6ep6y.]IJII/IHF — HpeCIICAOBAHNC COO6H.[CHI/IHMI/I, COACPpIKAIIUMU OCKOp6J'IeHI/I$I, arpeCcCuro, 3allyTuBaHUC,
XYJIUTAaHCTBO, COINAJIBLHOC 6OI>'IKOTI/IpOBaHI/IC C IMOMOUIBIO PA3JIMYHBIX HHTCPHCT-CCPBUCOB.

OcHoBHBIE COBETHI 110 O0pHOE ¢ KNOEPOYIUITMHIOM:

1. He Gpocaiics B 60ii. JIyummii crioco0: mocoBeToBaThcs Kak cedst BECTH U, €CIH HET TOT0, K KOMY

MO3KHO 00paTUThCS, TO BHAYajle YCIOKOUThCs. ECiiy Thl HaUHelIb 0TBEUaTh OCKOPOJIEHUSIMU HA

OCKOPOJIEHUs, TO TOJIBKO elle 0OJIbIle Pa30XkKellb KOH(IUKT;

VYmpasinsii cBoeil kubeppenyTaiuei;

3. AHOHMMHOCTH B ceTH MHHUMasl. CyIIecTBYIOT CLIOCOOBI BBISICHUTh, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He cTouT BecTH XyaUraHCKuil 0Opa3 BUPTyalbHOH Ku3HU. IHTepHET PuKcupyer Bce TBOU

JIEUCTBUSI M1 COXPAHSIET UX. Y JAIUTh UX OyJeT KpaifHe 3aTPYIHUTEIBHO;

Cobmtonaii cBOW BUPTYaJIbHYIO YECTh CMOJIOJNY;

Urnopupyit enuHn4HbIN HeraTuB. OJIHOPa30Bble OCKOPOUTEIbHbBIE COOOLICHHUS JTyYIlle

UTHOpUpPOBaTh. OOBIYHO arpeccus MpeKpaaeTcs Ha Ha4yalIbHOW CTaIuH;

7. ban arpeccopa. B mporpamMmMax oOMeHa MTHOBEHHBIMU COOOIIIEHUSIMU, B COLIUAIBHBIX CETSAX €CTh
BO3MOXHOCTH OJIOKHUPOBKU OTIPABKH COOOIICHUI C ONPEAETICHHBIX a/IpECOB;

8. Ecmm 161 cBUneTens KNOEpOyuHTa. TBOM NEHCTBYS: BRICTYIIHTH IPOTHB MIPECIIECI0BATEIS,
II0Ka3aTh €MY, 4TO €r0 JEHCTBUS OLIEHUBAIOTCSI HETaTUBHO, NOJAEPkKATh )KEPTBY, KOTOPOH HYKHA
MICUXOJIOTHYECKast MOMOIb, COOOLIUTH B3POCIBIM O (DaKTe arpecCUBHOTO MOBECHUS B CETH.
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MoOunbHbIi Tesie)oH

CoBpeMmenHbIe cMapT(HOHBI U IJTAHLIETHI COIEPKAT B ceOe BIIOIHE B3POCIbINA (DYHKIIMOHAT, U TETIEPh OHU
MOTYT KOHKYPHUPOBAaTh CO CTALlMOHAPHBIMU KoMIbioTepaMu. O1HaKO, CPEACTB 3aLIUTHI Il TOJOOHBIX
YCTPOMCTB II0KA 0YEHb MaJIO.

TecTupoBaHue U MOUCK YA3BUMOCTEN B HUX IIPOUCXOJUT HE TaK MHTEHCUBHO, Kak [yt [IK, To ke camoe
KacaeTcss 1 MOOUJIbHBIX IPUIIOKEHUH.

CoBpeMeHHBIE MOOUIIbHBIE Opay3ephl YK€ MPAaKTUYECKU JOTHAIH HACTOJIbHBIE aHAJIOTH, OJTHAKO
pacupenue (GyHKIMOHAJA BlIeYeT 3a cO00H OOJIbIIYIO CI0KHOCTh U MEHBIIYIO 3aLIUILIEHHOCTD.

Jlanexo He Bce MPOM3BOAUTEINN BBIITYCKAOT OOHOBIICHMS], 3aKPhIBAIOIINE KPUTHUECKUE YSI3BUMOCTH JUIS
CBOUX YCTPOWCTB.

OcHoBHBIE COBETHI JIsl 6€301acHOCTH MOOUITBLHOTO TenedoHa:

1. Hwuuero He sBJSIETCS MO-HACTOSIIIEMY OecIuIaTHBIM. Byib ocTOpOkeH, Bellb Koraa Tede mpeaiaraor
OecIUTaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO IUIATHBIC YCITYTH;

2. Jlymaii, mpexe 4eM oTinpaButh SMS, ¢poto uinu Buaeo. Thl TOUHO 3HAEIIb, TI¢ OHH OYAYT B

KOHEYHOM uTOTre?

Heo6x01umMo 0OHOBIIATH ONIEPAIIHOHHYIO CHCTEMY TBOETO CMAapT(OHa;

Hcnonb3yii aHTUBHPYCHBIE TPOTPAMMBI JJIsi MOOHMJIBHBIX TeJIe()OHOB;

He 3arpyaii NpuiI0KeHus: OT HEM3BECTHOTO UCTOYHUKA, BE/Ib OHU MOTYT COJICPKaTh BPEJIOHOCHOE

IPOrpaMMHO€E 00€eCIIEUEHHUE;

6. Ilocie Toro Kak Thl BBIMJICIIb C CaliTa, TJI¢ BBOIWII JIMYHYIO HHPOPMALIUIO, 3aiiI1 B HACTPONKHU
Opay3epa u ynanmu cookies;
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7. Tlepuonnuecku npoBepsil Kakue IUIaTHbIE YCIYrH aKTHBUPOBAaHbI HA TBOEM HOMEPE;

8. lamaii cBOif HOMep MOOMIBHOTO Tee(OoHa TOIBKO JIOASIM, KOTOPBIX Thl 3HACIIH H KOMY
JIOBEpsICLIb;

9. Bluetooth momken OBITH BBIKIIOUYEH, KOT/Ia THl UM HE MONb3yembesi. He 3a0bIBait mHOT 1A TPOBEPSTH
3TO.

Online urpsi

CoBpeMeHHbIE OHJIAH-UTPBI — 3TO KPAaCOYHbIE, 3aXBaThIBAIOIIME pa3BiIeueHus], 00bEINHSIONINE COTHH
TBICSIY YEJIOBEK 10 BceMy MHpY. Urpoku UCCienyroT 1aHHbIi UM MUP, OOLIAIOTCS APYT C IPYTOM,
BBITNOJIHSAIOT 33JjaHNsl, CPAYKAIOTCS C MOHCTPAMM U ITOJIYYaIOT OMBIT. 3a YJJOBOJIBCTBUE OHHU ILIATAT:
MOKYTAIOT JUCK, OIJIauMBalOT a0OHEMEHT WJIM IPUOOPETAIOT KaKUE-TO OIIUU.

Bce atn CpeAacTBa UAYT HA IOAACPKAHNEC U PAa3BUTUC UI'PHBI, 4 TAKIKC HA CaMy 0e30IMacHOCTb:
COBCPHICHCTBYIOTCA CUCTEMbI daBTOPHU3AallMH, BBIITYCKAIOTCA HOBBIC IMAaTYN (HI/I(prBI)Ie 3aIlJIaTKH JJIA

nporpaMM), 3aKPBIBAOTCA YA3BUMOCTHU CCPBECPOB.

B nmo100HBIX Urpax CTOUT ONacaThCsl HE CTOIBKO CBOUX COTMEPHHUKOB, CKOJIBKO KPa)kKl TBOETO MapoJis, Ha
KOTOPOM OCHOBaHAa CUCTeMa aBTOPU3AIMH OOJILIIMHCTBA UTD.

OCHOBHBIC COBETHI 110 0€30ITaCHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecnu npyroii urpok BezneT cedsl MI0Xo WIK Co3/aeT TeOe HEPUATHOCTH, 3a0JI0KUPYH €ro B CIHCKe
UTPOKOB;



2. Tloxanyiics aAMMHUCTpATOPaM UTPHI Ha IUIOXOE MOBEIEHUE 3TOI0 UTPOKA, JKEIATEIBbHO MPHIOKUTD
KaKHe-TO JI0Ka3aTeIbCTBa B BUJI€ CKPHUHOB;

He yka3biBaii muunyto nHpopMaluio B mpodaiiie urpsl,

VYBaxkail Apyrux y4acTHUKOB I10 UTPE;

He ycranaBnuBaii HeoumanbHbIe TATYM U MOJIBI;

Hcnonp3yii cloKHbIE U pa3Hble MapoJy;

Jlaxxe BO BpeMsi UTPBI HE CTOUT OTKJIFOYATh aHTUBUPYC. I10Ka Tl UTpaemib, TBOM KOMIBIOTEP MOTYT
3apa3uTh.

No gk w

@OUuIMHT WIN Kpaka JUIHBbIX JaHHBIX

OObIYHOM KpaXkeil IeHeT U TOKYMEHTOB CEroHs YK€ HUKOro He yauBU{Ilb, HO ¢ pa3BUTUEM UHTEPHET-
TEXHOJIOTHH 3JI0yMBIIIJICHHUKY TIEPEMECTIIINCh B UHTEPHET, M MPOI0JDKAIOT 3aHUMATHCS «JTFOOMMBIM)»
JIEJIOM.

Tak mosiBunIacL HOBas yrpo3sa: MHTCPHCT-MOIICHHUYCCTBA UJIN (bl/II_HI/IHI‘, rjIaBHas LEJIb KOTOPOTO COCTOUT B
NOJTY4eHUN KOH(UICHINAIBHBIX JaHHBIX TOJIb30BaTeNIel — JIOTMHOB U napoJjeid. Ha aHrmmiickom si3bike
phishing unTaercs xak ¢pummnr (ot fishing — priOHast 0B, password — mapob).

OcHOBHBIE COBETHI IO O0pHOE ¢ HUITHMHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu TBI IOJ103peBaeiiib, 4TO TBOS aHKETa ObLIa B3JIOMaHa, TO

HE00X0/1MMO 3a0JIOKUPOBATh €€ U COOOLIUTh aAMUHUCTPATOPAM pecypca 00 ITOM KaK MOXKHO

cKopee;

Hcnonb3yit Oe3onacHble BeO-CalThl, B TOM YHCII€, HHTEPHET-Mara3uHOB U IIOUCKOBBIX CUCTEM;

3. Hcnomnb3yii ciioxHbIE U pa3Hble napoiu. Takum o0pazom, eciiu Te0s B3JI0MAIOT, TO
3JI0YMBIIIJIEHHUKH TOIY4aT JOCTYH TOJBKO K OJJHOMY TBOEMY IIPOGUIIIO B CETH, a HE KO BCEM;

4. Ecnu Te0s B3OMaIH, TO HEOOXOAUMO MIPEAYIPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOPBIE 100aBICHBI

y Te0sl B APY3bsIX, O TOM, YTO T€Osl B3JIOMAJIU U, BO3MOKHO, OT TBOEI'O MIMEHH OyJIeT pacchUIaThCs

CIIaM M CChUIKM Ha (DUIIMHTOBBIE CalThI;

VYcranoBu HazexHbIN napoib (PIN) Ha MoOMIbHBIH TenedoH;

OTkITI0YM cOXpaHEHHE MapoJisi B Opaysepe;

He oTkpbiBaii aiiinbl v qpyrue BIOXKEHHs B TUCbMAaX JIa)Ke €CIIM OHU MPUIIUIM OT TBOMX JpY3eH.

Jlyuiie yToYHM y HUX, OTIPABIISAIIM JIM OHU TeOe 3TH (ailibl;

N

No o

Hudposas penyranus

[ludposas pernmyTanus — 3TO HEraTUBHAs MJIM MMO3UTUBHAs MHPOPMALIUS B CETH O TeOe.
Kommnpomerupyromias nHpopMmanus pasMelieHHas B MHTEPHETE MOXKET Cepbe3HbIM 00pa3oM OTpa3uThCs Ha
TBOEU PEaIbHOW JKU3HHU.

«u¢posas pemyrarus» — 3T0 TBOM UMUK, KOTOPBIH popMHUpyeTcs U3 HH(popMaIMK o Tebe B
UHTEpPHETE.

TBoe mecTo KHUTCJILCTBA, y‘-ICGBI, TBOC (I)I/IHaHCOBOG IIOJIOKCHHUC, 0COOEHHOCTH XapaKkTepa U pacCKasbl O
OU3KHUX — BCE OTO HAKAIJIMBACTCS B CETH.

MHorme moJIpoCTKH JIETKOMBICIICHHO OTHOCSITCS K IMyOJMKAIuy JTHIHON nHbopmaruu B IHTepHeTe, He
MOHUMAsi BO3MOXHBIX MOCIEACTBUM. ThI 1axe He CMOKEIIh 10TagaThCs O TOM, 4TO doTorpadus,
pa3MenieHHas S JeT Ha3aj, cTajia MPUINHON OTKa3a MPUHATH TeOst Ha paboTy.



Kommenrtapuu, pazMerienue TBoux ¢ororpaduii u apyrue AeHCTBHS MOTYT HE UCUE3HYTh Jake MOcCIe
TOT0, KaK Thl UX yAaJHIlb. Thl HE 3HACIIb, KTO COXPAaHUII 3Ty HH(OPMALIKIO, TTOTIaJia JIM OHA B MTOMCKOBbBIE
CHCTEMBI U COXpaHHUJIACh JIM OHA, a TJIABHOE: YTO MOAYMAIOT O TeOe OKPY’Karollee JII0IU, KOTOPhIe HalIyT
U YBUJIAT 3T0. Haiitu nHpOpMaInio MHOTO JIET CILYCTsI CMOXET JIF000i — Kak U3 T0OpBIX MOOYXKACHUMN, TaK
U C HAMEPEHHEM IPUYHHUTH Bped. ITO MOXKET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI IO 3aLIUTE U(PPOBON permyTaIiu:

1. Tloxgymaii, mpexae 4eM 4To-TO MyOIMKOBATh U MepeaaBarh y ceds B 6Jiore WM B COIMAIBHOMN CETH;

2. B mactpoiikax npoduis ycTaHOBH OTpaHUYCHHUS Ha TPOCMOTP TBOETO MPODUIIS U €T0
COJICPKUMOTO0, CAETAl €ro TOIBKO « I APY3ei»;

3. He pa3meniaii u He yka3piBaii HHPOPMAIIUIO, KOTOPask MOXKET KOT0-JIM00 OCKOPOIATH WK OOMXAaTh.

ABTOpCKOe pPaBo

CoBpeMeHHbIE TKOJbHUKH— aKTUBHBIC T0JIH30BaTENU IIKU(PPOBOro nmpocrpancTBa. OIHAKO 1alIeKO HE BCe
3HAIOT, YTO MOJIb30BAaHHE MHOTHMHU BO3MOKHOCTSMH HU(POBOrO MUpa TpeOyeT cOoOIII0ICHHUS MPaB Ha
WHTEIICKTYaTbHYI0 COOCTBEHHOCTD.

TepMUH «WHTEIEKTyallbHast COOCTBEHHOCTbY» OTHOCUTCS K Pa3JINYHbIM TBOPEHUSM YEJIOBEUECKOI0 yMa,
HAuMHasi ¢ HOBBIX N300peTeHM 1 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh HA MPOJYKThI U YCIYTH, U
3aKaH4YMBasi KHUTaMH, pororpadusMu, KHHOPHIEMAaMH U MY3bIKQIbHBIMUA IPOU3BEACHUSMH.

ABTOpCKHE ITpaBa — 3TO MIPaBa Ha HHTEIUIEKTYalbHYIO COOCTBEHHOCTh Ha MPOU3BEICHUS HAyKH,
JUTEPATYpPBI U UCKYCCTBA.

ABTOpCKHE MpaBa BBHICTYNAIOT B KAYECTBE TAPAHTUH TOTO, YTO HHTEIICKTYAIbHBIH/TBOPUYECKHIA TPY T
aBTOpa He OyJIeT HallPaCHBIM, 1aCT eMY CIPaBEJIMBbIE BO3MOXKHOCTH 3apaboTaTh Ha pe3ysbTaTax CBOETO
TPY/1a, IOJIYYUTh U3BECTHOCTh U IIPU3HAHHUE.

Hukro 6e3 pa3penienns aBTopa He MOXKET BOCIIPOU3BOJIUTH €r0 MPOU3BEIACHHE, PACTIPOCTPAHSITD,
nyOJIMYHO IEMOHCTPUPOBATh, IPOAABATh, UMIIOPTHPOBATH, ITyCKaTh B IPOKAT, MyOJINYHO HCTIOJIHSATH,
MOKa3bIBaTh/UCIIOIHATH B 3upe uiu pasmerats B lHTepHere.

Hcnonb30BaHue «IIMPATCKOrO» MPOrpaMMHOT0 00eCreueHUs] MOXKET PUBECTH K MHOTHUM PHCKaM: OT
MOTEPH JIaHHBIX K TBOMM aKKayHTaM J0 OJIOKHPOBKHU TBOETO YCTPOMCTBA, /1€ YCTaHOBJICHHBIHN HE
JeraypHas nporpamma. He cTout Takxke 3a0bIBaTh, YTO CYIIECTBYET JIerajJbHblE U OecIIaTHbIE
IIPOrpaMMBbl, KOTOPbIE MOXKHO HANTH B CETH.

O nmopraJe
CereBrnuoK.p( — TBOM IJIaBHBIM COBETUUK B CETU. 3JI€Ch Thl MOXEIIIb Y3HATh O O€30MaCHOCTH B CETU

HOHSATHBIM M JOCTYITHBIM SI3bIKOM, @ ITPY BOZHUKHOBEHUHU KPUTHUYECKOM CUTYyallMM 0OPaTUTHCS 32 COBETOM.
A Take NPUHATH yYacTHe B KOHKYpCaxX U CTaTh CaMbIM HU(POBBIM I'pak1aHUHOM!



